
FTP Server #1
Week #8

Network Protocol 2019-1



File Transfer Protocol

• FTP Commands
• USER username CRLF \r\n

• FTP user name 전송

• PASS password CRLF
• Client는 file 전송을요청함 (수신 or 송신)

• NLST CRLF
• File 혹은 directory 리스트요청

• PASV CRLF
• Passive 모드에서 Port 요청

• RETR filename CRLF
• 파일다운로드 (수신요청)

• CWD directory CRLF
• Directory 이동

• QUIT CRLF
• FTP session 종료

• TYPE I/A CRLF

• FTP Response Codes
• 100

• 요청커맨드시작

• 200
• 요청커맨드수행성공

• 300
• 요청커맨드수신완료, 정보부족보류상태

• 400
• 요청커맨드일시적처리실패, 다시요청

• 500
• 요청커맨드처리실패



FTP Server 구현

• FTP Client
• Active Connection Mode
• 구현 FTP 커맨드

• USER, PASS, CWD, NLST, QUIT, PASV, RETR, TYPE

• 구현응답메시지처리
• 150, 200, 220, 221, 226, 227, 230, 250, 331



File Transfer Protocol
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12: SYN

3: SYN ACK

4: ACK

5: 220 Server ready CRLF

1: Connect to serverUser

6: Username 7: USER username CRLF

8: 331 Password required for username CRLF

10: PASS password CRLF9: Password

11: 230 Logged on CRLF

12: PORT 192,168,60,1,140,166 CRLF

16: ls command
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13: 200 Port command successful CRLF

17: NLST CRLF

18: SYN

19: SYN ACK

20: ACK
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21: 150 Opening data channel of directory listing of “/”CRLF

Active Mode

FTP
Connection
- Active Mode
- bin command
- ls Command

Client Server

14: bin command 15: TYPE I CRLF

15: 200 Type set to I



File Transfer Protocol
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27: 226 Successfully transferred “/” CRLF

31: PORT 192,168,60,1,140,167

28: cd temp
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32: 200 Port command successful CRLF

34: RETR filename CRLF

22: Data (file or directory list)

23: FIN ACK

24: ACK
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38: 150 Opening data channel of file download from server of “/test.txt” CRLF

FTP
Connection
- Active Mode
- ls Command
- cd Command
- get Command

User Client Server

25: FIN ACK

26: ACK

29: CWD temp CRLF

30: 250 CWD Successful. ”/temp” is current directory CRLF
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35: SYN

36: SYN ACK

37: ACK
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33: get “filename”



File Transfer Protocol
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44: 226 Successfully transferred “/” CRLF
45: quit
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48: FIN

49: ACK

39: Data (4 bytes of test.txt)

40: FIN ACK

41: ACK

19
2.

16
8.

60
.1

:2
0FTP

Connection
- Active Mode
- get Command

Close connection

User Client Server

42: FIN ACK

43: ACK

46: QUIT CRLF

47: 221 Goodbye CRLF

50: ACK

50: FIN ACK



File Transfer Protocol
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12: SYN

3: SYN ACK

4: ACK

5: 220 Server ready CRLF

1: Connect to serverUser

6: Username 7: USER username CRLF

8: 331 Password required for username CRLF

10: PASS password CRLF9: Password

11: 230 Logged on CRLF

12: PASV CRLF

16: ls command
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13: 227 Entering Passive Mode (192,168,60,1,0,22) CRLF

17: NLST CRLF

18: SYN

19: SYN ACK

20: ACK
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21: 150 Opening data channel of directory listing of “/”CRLF

Active Mode

FTP
Connection
- Passive Mode
- bin command
- ls Command

Client Server

14: bin command 15: TYPE I CRLF

15: 200 Type set to I



File Transfer Protocol
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27: 226 Successfully transferred “/” CRLF
28: cd temp
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34: RETR filename CRLF

22: Data (file or directory list)

23: FIN ACK

24: ACK
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38: 150 Opening data channel of file download from server of “/test.txt” CRLF

FTP
Connection
- Passive Mode
- ls Command
- cd Command
- get Command

User Client Server

25: FIN ACK

26: ACK

29: CWD temp CRLF

30: 250 CWD Successful. ”/temp” is current directory CRLF
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35: SYN

36: SYN ACK

37: ACK
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33: get “filename”

31: PASV CRLF

32: 227 Entering Passive Mode (192,168,60,1,0,22) CRLF



File Transfer Protocol
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44: 226 Successfully transferred “/” CRLF
45: quit
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48: FIN

49: ACK

39: Data (4 bytes of test.txt)

40: FIN ACK

41: ACK
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Connection
- Passive Mode
- get Command

Close connection

User Client Server

42: FIN ACK

43: ACK

46: QUIT CRLF

47: 221 Goodbye CRLF

50: ACK

50: FIN ACK
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